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oday’s Agenda

» Application Hijacking
— HTTP
- SSH
e Infrastructure Hijacking
- 802.11
— DNS
* Content Hijacking
— Free Content Storage?
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Application Hijacking

e Several options to attack an existing session

e Imagine a typical LAMP hosted application
— Attack underthe Application
* MAC
- Become a Man-in-the-Middle by spoofing both sides on a LAN
connection
e IP/TCP
— Wait for the opportunity and only spoof one packet
 Both enable arbitrary injection of HTTP but with different
side effects
— Attack the application protocol itself (HTTP)
* We might be able to manipulate some headers
* Depending on the application itself, we may get past
application
— Command injection (think “;echo + > /etc/rhosts; #")
— SQL injection (think “'union select 1,1 from users;--")
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Application Hijacking (2)

e If we can spoof the MAC of both hosts or the victim
and it's default gateway, we can MITM even
TLS/SSL

— In practice difficult unless you make a habit of ignoring
certificate warnings

— The trick is: How do you authenticate the first time you
connect?
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P MAC based Injection

e Must be on the LAN for two-way MITM

e Send unsolicited ARP responses to both victim,
target, and the switch to claim to be both ends of
the conversation

e Afterreceiving a reply to a spoofed packet, attacker
retransmits to correct host (after possibly injecting
payload)
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