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Steady State

On occasion, we may

be forced to jump
back...
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» The goal of the preparation phase is to
get our team ready to handle incidents
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7 0# F ## #&G
7> 8 #
$ ‘# % , 1 /
$1
7 To get a list of installed service packs and patches (quick fix engineering)
C:\> wmic gfe

— Or, for more details,
C:\> wmic gfe list full

— Shows all processes and process IDs
C:\> tasklist /svc

— Show all processes with a given dll
C:\> tasklist /m ntdll.dll
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7 ) =) # useful for
attackers!
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User Interfaces

Exploit

Payload | Exploit Development

Exploit 1 | Payload

injection tools

Exploit 2 |
i Armoring tools

to dodge
detection and
filters

Exploit N Payload M

AN exploit framework stitches these
"""""""" ~ together and launches them...
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User-Mode Rootkit

Trojan Trojan Trojan good
login ps [1{o{o]y)iTs N tripwire

Kernel

Kernel-Mode Rootkit

good J§ good M good good
login ps [fifconfig [Mtripwire
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Attacker Attacker

User Process Backdoor

Process (hidden) (hidden)
(visible) e

System Libraries

System Call Table Modifications

I Loadable Kernel
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C:\> type hackstuff.exe > notepad.exe:streaml.exe
>) & @
C:\> cp hackstuff.exe notepad.exe:streaml.exe
& * ) *

C:\> cp notepad.exe:streaml.exe hackstuff.exe
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C:\> notepad <file_or_directory_name>:<stream_name>
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Gateway controlled
by attacker

Unaltered
SYN

Victim with Ultimate
Nushu installed Destination

- Attacker
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Encryption Message to 1
Passphrase  pe hidden | ° \ bl
ew executable

Original with embedded
executable hidden message Instruction

MOV 4, eax MOV 4, eax represents:

ADD ecx, 2 ADDecx,2 —>

MOV 0, ebx » MOV 0, ebx

ADD ebx, 9 ¥~ SUB ebx, -9 — 1

ADD ecx, 4 ADD ecx, 4 — 0

DEC eax DEC eax

/—/%

Set0 Setl
ADD X,Y SUB X,-Y
Two sets of functionally-equivalent
instructions
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‘00
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